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AMENDMENTS TO THE CLAIMS 
A detailed listing of all claims that are, or were, in the present application, irrespeitive of 
whether the claim(s) remains under examination in the application are presented beloiv. The 
claims are presented in ascending order and each includes one status identifier. Those claims not 
cancelled or withdrawn but amended by the current amendment utilize the following notations 
for amendment: 1. deleted matter is shown by strikethrough for six or more characters and 
double brackets for five or less characters; and 2. added matter is shown by underlining. 

1 . (Currently Amended) A method for policing communications packets, comprising : 
classifying the data stream into at least one traffic flow using information other than a 

Peak Information Rate (PHO or a Committed Information Rate (CSK) to distinguish th< ; traffic 
flows : 

classifying at least one of the traffic flows into a plurality of first level subflows; 

measuring a rate of each of the first level subflows associated with the traffic flo;/ when 
the traffic flow reaches a predetermined bandwidth threshold; and 

marking the packets associated with each of the first level subflows with ore of a 
plurality of conformance indicators based on the measured rate of the respective first level 
subflow§. 

2. (Original) The method of claim 1 7 further comprising: 
assigning a rate limit to each of the first level subflows; and 
comparing each first level sub flow to its corresponding rate limit. 

3. (Original) The method of claim 2, wherein marking the packets comprises 3.iarking 
the packets based on whether the measured rate of each first level subflow exceeds its respective 
rate limit. 
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4. (Currently Amended) T he method of claim — 1, further A method for policing 
communications packets, comprising: 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level subflows. 
classifying at least one of the first level subflows into a plurality of second level subflows . 

measuring a rate of each of the first level subflows and second level subflows as s; :>ciated 
with the traffic flow when the traffic flow reaches a predetermined bandwidth threshold: g .id 

markin g the packets associated with each of the first level subflows and the secos r d level 
subflows with one of a plurality of conformance indicators based on the measured ram of the 
respective first level subflows and second level subflows . 

5. (Currently Amended) Th e m e thod of claim — h — furth e r A method for policing 
communications packets, comprising: 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level sv .' jflows, 
classifying at least one of the first level subflows into further levels of subflows to an n* 1 evel of 
subflows; 

measuring a rate of each of the first level subflows and level subflows associa3 : sd with 
the traffic flow when the traffic flow reaches a predetermined bandwidth threshold: and 

marking the packets associated with each of the first level subflows and the 11 th level 
subflows with one of a plurality of conformance indicators based on the measured rat : of the 
respective first level subflows and the n* level subflows . 

6. (Currently Amended) Tho method — of claim 5, — fttfthef A method for policing 
communications packets, compri sing : 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level st i bflows» 
classifying at least one of the first level subflows into further levels of subflows to an n ti> level of 
subflows: 
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measuring a rate of each of the first level subflows and n* level subflows associat-d with 
the traffic flow when the traffic flow reaches a predetermined bandwidth threshold: 

marking the packets associated with each of the first level subflows and the n 1 b level 
subflows with one of a plurality of conformance indicators based on the measured rate - of the 
respective first level subflows and the n* level subflows; 

assigning a rate limit to each of the n th level subflows; and 

comparing each n 01 level subflow to its corresponding rate limit 

7. (Currently Amended) The method of olaim - 5, whoroin marking th e packets comp oses 
A method for policin g commu nications packets, comprising: 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level subflows, 
classifying at least one of the first level subflows into further levels of subflows to an n^ [ svel of 
subflows: 

measuring a rate of each of the first level subflows and level subflows associat : d with 
the traffic flowjwhen the traffic flow reaches a predetermined bandwidth threshold: and 

marking the packets associated with each of the first level subflows and the iv 1 level 
subflows with one of a plurality of conformance indicators based on w hether the measured rate 
of the respective first level subflows and the level subflows exceed[[s its]] their respective 
rate limit. 

8. (Currently Amended ) A [[The]] method of olaim 5, further for policing commun ications 
packets, comprising: 

classifying a data stream into at least one traffic flnw 

classifying the at least one traffic flow into a plurality of subflows to an / U:vel of 
subflows: 

measuring a rate of each of the n* level subflows associated with its par e nt subflo ?r the at 
least one traffic flow when the traffic flow reaches a predetermined bandwidth threshold: ;ind 

marking the packets associated with each of the n* level subflows with one of a plurality 
of conformance indicators based on the measured rate of the respective n 1 * 1 level subflow. 
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9. (Original) The method of claim 1, further comprising monitoring each of the traffic 
flows to determine whether each respective traffic flow has reached the predetE. -mined 
bandwidth threshold. 

10. (Original) The method of claim 9, wherein monitoring each of the traffic: flows 
comprises monitoring for a triggering token level in a credit-token metering methodology. 

1 1 . (Currently Amended) A [[The]] method for policing communications packets ef-Ei oim -t? 
furthor comprising: 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level subflows: 
measuring a ra te of each of the first level subflows associated with the traffic flo-v, when 

the traffic flow reaches a predetermined bandwidth threshold: 

marking the packets associated with each of the first level subflows with or ; of a 

plurality of conformance indicators based on the measured rate of the respective fin : level 

subflows: and 

assigning a priority level to each of the first level subflows, wherein at least two of the 
priority levels are different so that at least one of the first level subflows has priority over another 
of the first level subflows. 

12. (Currently Amended) A [[The]] method of claim -44, for policing communi:ations 
packets of claim 1. furthor comprising: 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level subflow$; 

measuring a rat e of each of the first level subflows associated with the traffic flov when 
the traffic flow reaches a predetermined bandwidth threshold: 

marking the packets associated with each of the first level subflows with on ; ? of a 
plurality of conformance indicators based on the measured rate of the respective firsi level 
subflows: and 
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assigning a priority level to each of the first level subflows, wherein at least two ofthg 
priority levels are different so that at least one of the first level subflows has priority over a nathgr 
of the first level subflows wherein the priority levels are effected by associating a rate limit with 
each of the subflows, and wherein marking the packets based on the measured rate coiiiprises 
marking the packets based on whether the rate limit is exceeded for the corresponding sub:: low. 

13. (Original) The method of claim 1, further comprising adding a flow JD 
corresponding to the classified flow to a local header, and identifying a traffic flow to meter 
based on the flow ID. 

14. (Original) The method of claim 1, further comprising adding a subflow ID 
corresponding to the classified subflow to a local header, and identifying the first level subflow 
in which its rate is to be measured based on the subflow ID. 

15-16. (Canceled). 

17. (Original) The method of claim 16, wherein classifying the data stream based on 
layer-3 information comprises classifying the data stream based on at least one of a source 
address and a destination address. 

18. (Original) The method of claim 1, wherein classifying at least one of the traffic flows 
into a plurality of first level subflows comprises classifying the traffic flow based on protocol 
layer information. 

19. (Currently Amended) A [[The]] method of claim 18, for policing communic itions 
packets, comprisin2: 

classifying a d ata stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level subflows ba:;ed on 
layer-4 protocol layer information; 
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measuring a rate of each of the first level subflows associated with the traffic flo\r when 
the traffic flow reaches a predetermined bandwidth threshold: and 

marking the packets associated with each of the first level subflows with or . s of a 
plurality of conformance indicators based on the measured rate of the respective first level 
subflows wherem classifying at least one of the traffic flows into a plurality of Aim level 
subflows comprises classifying the traffic flow based on protocol layer information* 

20. (Currently Amended) A [[The]] method r > f rl . iiTn -tA- for policing commurjj i ;ations 
packets, comprising: 

classifying a data stream into at least one traffic flow: 

classifying at least one of the traffic flows into a plurality of first level subflows frised on 
on at least a port number^ 

measuring a rate of each of the first level subflows associated with the traffic flow when 
the traffic flow reaches a predetermined bandwidth threshold; and 

marking the packets associated with each of the first level subflows with or . 3 of a 
plurality of conformance indicators based on the measured rate of the_respective fir< i t level 
subflows wherein classifying at least one of the traffic flows into a plurality of Biv . i level 
subflows comprises classifying the traffic flow based on protocol layer information. 

2L (Currently Amended) A method of claim -4 for policing communications packets, 
comprising: 

classifying a data stream into at least one traffic flow: 

classifying the at least one of the traffic flo_w$ into a plurality of first level subflow -, 
wherein classifying the data stream and classifying the at least one of the traffii; flows 
into a plurality of first level subflows comprises classifying the data stream and traffii: flows 
based on any predetermined one or more fields in any embedded header of each packet; 

measuring a rate of each of the first level subflows associated with the traffic flow when 
the traffic flow reaches a predetermined bandwidth threshold; and 
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marking the packets associated with each of tlie first level subflows with one of a 
plurality of conformance indicators based on the measured rate of the respective Gr. i t level 
subflows. 

22. (Original) The method of claim 1, wherein measuring a rate of each of the first level 
subflows comprises metering each of the first Jevel subflows using a credit-token methodology. 

23. (Original) The method of claim 1, wherein measuring a rate of each of the fir.rt level 
subflows comprises metering each of the first level subflows using a color-based methodology. 

24. (Currently Amended) The method of claim 1, wherein measuring a rate of each of the 
first level subflows comprises metering each of the first level subflows using an Frame Based 
Generic Cell Rate Algorithm ( F -GCRA 1 methodology. 

25. (Original) The method of claim 1, further comprising discarding packets of a non- 
conforming subflow which are marked with a conformance indicator indicating lliat the 
corresponding packets of the non-conforming subflow should be discarded. 

26. (Original) The method of claim 25, further comprising forwarding packe :s of a 
conforming subflow which are marked with a conformance indicator indicating 1hat the 
corresponding packets of the conforming subflow should not be discarded. 

27. (Original) The method of claim 1, further comprising assigning a rate limit to each of 
the first level subflows, and wherein marking the packets comprises marking the jackets 
associated with a subflow as non-conforming where the rate of the subflow exceeds its respective 
rate limit. 

28. (Currently Amended) A [[The]] method for policing communications packets eg-i laim 1, 
further compri sing: 

classifying a data stream into at least one traffic flow: 
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classifying at least one of the traffic flows into a plurality of first level subflows; 
measuring a rate of each of the first level subflows associated with the traffic flcr;/ when 
the traffic flow reaches a predrtermined bandwidth threshold; 

assigning a rate limit to each of the first level subflowsund 

marking the packets associated with each of the first level subflows with ore of a 
plurality of conformance indicators based on the measured rate of the respective fim level 
subflows w herein marking the packets comprises marking the packets associated with a jiubflow 
as conforming where the rate of the subflow exceeds its respective rate limit but remain:; within 
the predetermined bandwidth threshold of the traffic flow. 

29. (Currently Amended) A [[The]] method for policing communications packets efni laj-m 
further comprising: 

classifying a data stream into at least one traffic f\gny\ 

classifying at least one of the traffic flows into a plurality of first level subflows: 
measuring a rate of each of the first level subflows associated with the traffic flow when 
the traffic flow reaches a predetermined bandwidth threshold; 

assigning a rate limit to each of the first level subflows : and 

marking the packets associated with each of the first level subflows with o ne of _a 
plurality of conformance indicators based on the measured rate of the respective fii : rt level 
subflows w herein marking the packets comprises: marking the packets associated with a ,<ubflow 
as conforming where the rate of the subflow exceeds its respective rate limit but remain.; within 
the predetermined bandwidth threshold of the traffic flow; and marking the packets associated 
with the subflow as non-conforming where the rate of the subflow exceeds both its respective 
rate limit and the predetermined bandwidth threshold of the traffic flow. 

30. (Currently Amended) A [[The]] method for policing communications packets frE-i laim 1, - 
further comprising: 

classifying the data stream into at least one traffic flow; 

classifying at least one of the traffic flows into a plurality of first level subflows: 
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measuring a rate of each of the first level subflows associated with the traffic firm/ when 
the traffic flow reaches a predete rmined ba ndwidth threshold; 



marking the packets associated with each of the first level subflows with one of a 
plurality of conformance indicators based on the measured rate of tbe respective fix - t level 



subflbws: and 



3L 



allocating substantially all of the available bandwidth of the traffic flow to one; of the 
subflbws where the traffic flow has reached the predetermined bandwidth threshold and llie other 
subflows are not utilizing bandwidth. 



(Currently Amended) A [[The]] method for policing communications packets & r claim 



30, further comprising: 



classifying the data stream into at least one traffic flow: 
classifying at least one of the traffic flows into a plurality of first level subflows; 
measuiingja rate of each of the first level subflows associated with the traffic flow when 
the traffic flow reaches a predetermined bandwidth threshold: 

marking the packets associated with each of the first level subflows with cn : e of a 
plurality of conformance indicators based on the measured rate of the respective fir s t level 
subflows w herein marking the packets further comprises: 

marking the packets associated with the one subflow as conforming where he rate 
of the subflow exceeds its respective rate limit but remains within the predetermined bandwidth 
threshold of the traffic flow; and 

marking the packets associated with the subflow as non-conforming where the 
rate of the subflow exceeds both its respective rate limit and the predetermined bandwidth 
threshold of the traffic flow; and 

allocating substantially all of the available bandwidth of the traffic flow to one of the 
subflows where the traffic flow has reached the predetermined bandwidth threshold and i] ; e other 
subflows are not utilizing bandwidth. 

32. (Currently Amended) A [[The]] method for policing communications packets of^ laim 1, 
further comprising: 
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classifying the data stream into at least one traffic flow; 

classifying at least one of the traffic flows into a plurality of first level subflows: 
measuring a rate of each of the first level subflows associated with the traffic flow when 

the traffic flow reaches a predetermined bandwidth threshold: 

marking the packets associated with each of the first level subflows with one of a 

plurality of conformance indicators based on the measured rate of the respective fir j t level 

subflows: and 

assigning a rate limit to each of the first level subflows and allocating the available 
bandwidth of the traffic flow to a plurality of the subflows if the traffic flow has reached the 
predetermined bandwidth threshold, wherein the available bandwidth of the traffic How is 
allocated to the plurality of subflows based on their respective rate limits and demand for 
bandwidth. 

33. (Currently Amended) A method for providing layered policing of packets of a data 
streams comprising: parsing [[the]] a data stream into a plurality of flows; for any of the flows, 
identifying at least one characteristic other than a Peak Information Rate (PUP or a Committed 
Information Rate (CIR) common to a first subset of the flow; associating a first drop probability 
with each of the packets of the first subset having the common characteristic, and associating a 
second drop probability to at least one other subset of the flow, thereby providing difFernt drop 
probabilities for different subsets of the flow. 

34. (Original) The method of claim 33, wherein the first drop probability indica:es that 
the packets of the first subset are to be dropped. 

35. (Original) The method of claim 34, wherein the second drop probability indicates 
that the packets of the at least one other subset are not to be dropped. 

36. (Original) The method of claim 33, wherein the first drop probability indicates that 
the packets of the first subset have a greater likelihood of being dropped prior to the at least one 
other subset of the flow. 
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37. (Original) The method of claim 33, wherein parsing the data stream comprises 
respectively grouping the packets having predetermined common characteristics into the i dws. 

38. (Original) The method of claim 37, wherein grouping the packets iiaving 
predetermined common characteristics comprises grouping those packets having predetsi mined 
information in one or more header fields embedded in the packet. 

39. (Original) The method of claim 38, wherein the one or more header fields comprise 
header fields of a network layer header. 

40. (Original) The method of claim 39, wherein the header fields of the netwov]; layer 
* header comprises at least one of a source address and a destination address. 

41. (Original) The method of claim 33, wherein identifying at least one characteristic 
common to the first subset of the flow comprises identifying common information in :me or 
more header fields embedded in the packets to distinguish the first subset from the other s lbsets 
of the flow. 

42. (Original) The method of claim 41, wherein the one or more header fields comprise 
header fields of a transport layer header. 

43. (Original) The method of claim 42, wherein the header fields of the transpor: layer 
header comprises a port number. 

44. (Original) The method of claim 33: further comprising identifying at lea:it one 
characteristic common to a second subset of the flow; and wherein associating a second drop 
probability to at least one other subset of the flow comprises associating the secon-j drop 
probability with each of the packets of the second subset of the flow. 
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45. (Original) The method of claim 44, wherein the first and second drop probabilities 
are equivalent. 

46. (Original) The method of claim 44, wherein the first and second drop probabilities 
are different. 

47. (Currently Amended) [[The]] A method of claim 44: furth e r for providing layered 
policing of packets of a data stream- comprising: 

parsing the data stream into a plurality of flows; 

for any of the flows, identifying at least a first characteristic common to a first subset of 
the flow; 

associating a first drop probability with each of the packets of the first subset having the 
first characteristic in common: 

identifying at least a second characteristic common to a second subset of the flow; 

associating a second drop probability with each of the packets of the second subsg ; : of the 
flow: and 

identifying at least one characteristic common to an n* subset of the flow; and 

wh e r e in associating a oooond drop probability to at least ono other subset of t' - . e flow 

compris e s associating the second drop probability with each of the packets of the n* subset of 

the flow. 

48. (Original) The method of claim 33, wherein one of the subsets of the flow comprises 
all packets otherwise not associated with a subset defined by having common characterises. 

49. (Withdrawn) A packet policing system for providing layered policing of packets of a 
data stream, comprising: A) a classifier to receive and parse the data stream into a plurality of 
traffic flows> and to parse at least one of the traffic flows into a plurality of subflows; and B) a 
policing engine coupled to the classifier to receive each of the subflows, and to individually 
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meter each of the subflows associated with each traffic flow in accordance with predefined 
subflow priorities assigned to each of the subflows. 

50. (Withdrawn) The packet policing system as in claim 49, wherein the policing engine 
includes a memory to store the predefined subflow priorities assigned to each of the subflows. 

5 1 . (Withdrawn) The packet policing system as in claim 50, wherein the predefined ;;nbflow 
priorities include predefined rate limits. 

52. (Withdrawn) The packet policing system as in claim 51, wherein the policing engine 
includes a processor coupled to receive the rate limits for each of the subflows, to compare a 
subflow packet rate for each of the subflows to its respective rate limit, and to pn;.vide a 
conformance rating in response thereto. 

53. (Withdrawn) The packet policing system as in claim 52, further comprising an editing 
module coupled to the policing engine to modify each of the packets of each subflow with the 
conformance rating provided by the processor. 

54. (Withdrawn) The packet policing system as in claim 53, further comprising 3 packet 
drop module coupled to receive the modified packets from the editing module, and to accept or 
discard each of the modified packets based on the conformance rating. 

55. (Withdrawn) The packet policing system as in claim 49, further comprising g. packet 
drop module coupled to receive the modified packets from the policing engine in respom s to the 
individual metering of the subflows. 

56. (Currently Amended) A packet policing system for providing layered policing of rackets 
of a data stream, comprising: 
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means for classifying the data stream into at least one traffic flow using iufqi ntnatiDi other 
than a Peak Information Rate fPIR) or a Committed Information Rate (OR) to distinguish the 
traffic flows : 

means for classifying at least one of the traffic flows into a plurality of first level 
subflows; 

means for measuring the packet rate of each of the first level subflows associated vdth the 
traffic flow when the traffic flow reaches a predetermined bandwidth threshold; and 

means for marking the packets associated with each of the first level subflows with one 
of a plurality of conformance indicators based on the measured packet rate of the respective first 
level subflow. 

57. (Currently Amended) A packet policing apparatus for providing layered polling of 
packets of a data stream, comprising: 

means for parsing the data stream into a plurality of flows using information othis i than a 
Peak Information Rate fPIR) or a Com mitted In formation Rate fCIR) to distinguish tt n: jraffic 
flows : 

for any of the flows, means for identifying at least one characteristic common d: a first 
subset of the flow; 

means for associating a first drop probability with each of the packets of the firs I subset 
having the common characteristic, and means for associating a second drop probability to at least 
one other subset of the flow, thereby providing different drop probabilities for different subsets 
of the flow. 

58. (Currently Amended) A computer-readable medium having computer-executable 
instructions for policing communications packets, the computer-executable inst : uctions 
performing steps comprising: classifying the data stream into at least one traffic fle' r using 
informati on other than a Peak Information Rate CPIR) or a Committed Information Rate (OHO to 
distinguish the traffic flows; classifying at least one of the traffic flows into a plurality of first 
level subflows; measuring a rate of each of the first level subflows associated with th - traffic 
flow when the traffic flow reaches a predetermined bandwidth threshold; and marfc:ing the 
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packets associated with each of the first level subflows with one of a plurality of confoimance 
indicators based on the measured rate of the respective first level subflow. 

59. (Withdrawn) A method for providing layered policing of packets of a data -tream, 
comprising: parsing the data stream into one or more flows; parsing at least one of the flo.vs into 
a high-priority subflow and at least one standard subflow; enabling the high-priority and sl.mdard 
subflows to be monitored for bandwidth conformance when the flow reaches a predetermined 
bandwidth threshold; marking the high-priority subflow as conforming while allowing the 
standard subflows to be marked as non-conforming if the flow becomes nonconforming; where 
the flow has become non-confomring, adjusting the bandwidth of the standard subflows ti; bring 
the flow into conformance. 

60. (Withdrawn) A method for maximizing exploitation of a contracted bandwidth for a 
flow, comprising: parsing the flow into a high-priority subflow and at least one standard 
subflow; assigning rate limits to the high-priority subflow and the at least one standard suliflow; 
monitoring packet conformance on a subflow level when the flow decreases to a predeternined 
bandwidth capacity; providing guaranteed bandwidth to the high-priority subflow while 
providing best effort bandwidth to the at least one standard subflow, regardless of whether the 
flow has exceeded its contracted bandwidth; if the flow has exceeded its contracted bandwidth, 
adjusting the bandwidth of the at least one standard subflow to bring the flow into conforniance, 
while maintaining the guaranteed bandwidth to the high-priority subflow. 
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